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® SNMPGet
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OID(Object ID)

OID
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:~% snmpget -v2c -c public localhost 1.3.6.1.2.1.1.5.0

SNMPv2-MIB: :sysName.® = STRING: J

{*%%%@ﬂ-\xh%
%z 9 OID
OID D — 45
OID & AA
1.3.6.1.2.1.2.2.1.2 AR T7x—R % (eth0%L &)
1.3.6.1.2.1.2.2.1.10 ZAE /Ny RN A FE(32bit)
1.3.6.1.2.1.2.2.1.16 EIE /Ty B N1 E(32bit)




MIB

MIB(Management Information Base)
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sysDescr ) =L 1.3.6.1.2.1.11
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:~% snmpwalk -v2c -c public localhost sysDescr
SNMPv2-MIB: :sysDescr.® = STRING: Linux J 6.6.87.2-microsoft-standard-WSL2 #1 SMP PREEMPT_DYNAMIC Thu Jun 5 18:30:46 UTC
2025 x86_64

:~$ snmpwalk -v2c -c public localhost 1.3.6.1.2.1.1.1
SNMPv2-MIB: :sysDescr.® = STRING: Linux J 6.6.87.2-microsoft-standard-wWSL2 #1 SMP PREEMPT_DYNAMIC Thu Jun 5 18:30:46 UTC
2025 x86_64
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A2 Ak—JL(Linux)

$ sudo apt install snmp snmpd

RTEI7AILDIRE

$ sudo vi /etc/snmp/snmpd.conf

AEEBLONDHDLEENMNTLNS

I########################################################################### # agentaddress: The IP address and port number that the agent will listen on.

4 ault the agent listens to any and all traffic from any

) ace on the default SNMP port (161). This allows you to

# snmpd. conf i i i i B specify which address, interface, transport type and port(s) that you
# An example configuration file for configuring the Net-SNMP agent ('snmpd') want the agent to listen on. rhﬂtlplp definitions of this token

# See snmpd.conf(5) man page for details are concatenated together (using ':'s).

# arguments: [transport:]port WtFPfd(deddPFff]

S S R S S e S R e i e e
# SECTION: System Information Setup

s

# agentaddress 127.0.0.1,[::]
agentaddress udp:161,udp6:[:

syslocation: The [typically physical] location of the system.
Note that setting this value here means that when trying to
perform an snmp SET operation to the syslLocation.® variable will make

the agent return the "notWritable" error code. IE, including
this token in the snmpd.conf file will disable write access to
the variable.
arguments: location_ string

rcccmmunlty public

syslocation

sysContact

# sysservices: The proper value for the sysServices object
# arguments: sysservices_number
sysServices 72
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# SECTION: Access Control Setup

#
# This section defines who is allowed to talk to your running
H snmp agent.

Views
arguments viewname included [oid]

# system + hrSystem groups only
# view systemonly included .1.3.6.1.2.1.1
# view systemonly included .1.3.6.1.2.1.25.1

view all included .1
access notConfigGroup any noauth exact all none none

# rocommunity: a SNMPv1/SNMPv2c read-only access community name
# arguments: community [default|hostname|network/bits] [oid | -V view]

# Read-only access to everyone to the systemonly view R
#rocommunity public default -V systemonly 7_"771')lxl~7":°&systemon|y(2
#rocommunity6 public default -V systemonly

rocommunity public localhost -V all @OTL\é
rocommunity public 192.168 .1 -V all
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com2sec
X1 )TAEETITO
NAME: & D & #il

SOURCE: [ &9 AEETIPZRL XHOHRARE (FLLE
default)

COMMUNITY: O3a2 =544

# com2sec NAME SOURCE COMMUNITY
com2sec local localhost private




snmpd.conf®D & Z|2)

group
IN—DaAVFEEEITO
NAME: {£& D & Hil
MODEL: SNMP/X\—<3>

SECURITY: ¥ a!) T4 % (com2sec DNAMEZEX)

# group NAME MODEL SECURITY
group Mygroup v2c local

View
IS RIRE T IE SR D EFTEREITO
NAME: {2 D 4|
TYPE: included(}§ T OIDE1 ) A\ excluded($5 %€ OIDEq FH 4} )
SUBTREE: MIBOZA 74 MD

MASK: 163D FUEZ AN B(T T4 1&ff)

# group NAME TYPE SEBTREE [MASK]
view view all included .1

12
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access
TORAEKEZTITD
NAME: group Ta% 7E LT=NAME
CONTEXT: SNMP/A—2 32 bl v2eDIFE X" (ZEXF)
MODEL: any/v1/v2c/usm®DULVF L H(SNMP/A\— 7))
LEVEL: noauth(v1hM2c)/auth/priv DLNT 1L h
PREFX: exact/prefix DLYF uhH
READ: &+ ERYIZBHL TERIIZEZL TL zviewDNAME
WRITE: EF:AAIZEAL TERINZEZEL TL  zviewDNAME/ EEL VG5

[none |ZE% 7€
NOTIFY: BENIZEEAL TERIZEZL TLV =viewDNAME/ L VE 5
[none | ZE%E

# access NAME CONTEXT MODEL LEVEL PREFX READ WRITE NOTIFY
access Mygroup “” any noauth exact view_all none none
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gll/lll)o_i:]l\/lzilsFriMIB::ifInOctets.Z" ifInOctets ‘,j: |‘5A|: “JO%
OID_OUT="IF-MIB::ifOutOctets.2" zEV4F Al gE

OUTPUT_FILE="traffic.csv" 2[Feth0ZZRE(1(lo)

# ~NyE —1TERIICECERIZFELTLONER T YD)
if [!-f"SOUTPUT_FILE" ]; then

echo "timestamp,in_bps,out_bps" > "SOUTPUT_FILE"
fi

while true; do
in1=$(snmpget -v2c -c public -Oqv localhost SOID_IN) public, localhostl&
out1=S(snmpget -v2c -c public -Oqv localhost SOID_OUT) ?E’;"’E L1-4 8l
sleep 10
in2=$(snmpget -v2c -c public -Oqv localhost SOID_IN)
out2=S(snmpget -v2c -c public -Oqv localhost SOID_OUT)

in_bps=$(( (in2-in1) *8/10)) 1072 D /Ny b
out_bps=S(( (out2 - outl) *8/10)) DEXELEBZLETRS

N = N: ==
timestamp=5(date +"%Y-%m-%d %H:%M:%S") EvOEZEE

echo "[Stimestamp] 5215: ${in_bps} bps, E1E: S{out_bps} bps"
echo "Stimestamp,Sin_bps,Sout_bps" >> "SOUTPUT_FILE"
done
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® snmpgetaAT K
® snmpget </IN\—3a> ¢ <AZSA=ZT 44> <T—I MNP KOIDY
® OIDIEMIBEZZIEELTHOK

® SRX/INAMBPCHOREVIEERET S
® snmpget —v2c¢ —c public —Ogv 192.168. XX. XX IF-MIB::ifOutOctets.4

® if:DescrCRERIPDAVAITTI—A—EEFERTES. LANESE(L” 477
DT, 4BHXIETE

yutak@raspberrypi:~ $ snmpwalk —v2¢c —c public 192.168.XX.XX IF-MIB::ifDescr
IF-MIB:ifDescr.1 = STRING: Software Loopback Interface 1.

IF-MIB::ifDescr.2 = STRING: WAN Miniport (IPv6).

[F-MIB::ifDescr.3 = STRING: Microsoft 6to4 Adapter.

‘I 921 68XXXX IF-MIB::ifDescr.4 = STRING: Intel(R) Wi-Fi 6 AX200 160MHz.

IF-MIB::ifDescr.5 = STRING: WAN Miniport (IKEv2).

[F-MIB::ifDescr.6 = STRING: Norton VPN Wintun Adapter.

IF-MIB:ifDescr.7 = STRING: WAN Miniport (IP).
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